HOBOCHUBUPCKUU IT'OCYJAPCTBEHHBIN AT PAPHBI VHUBEPCUTET
GAKYJIBTET DKOHOMUWKU U VIIPABJIEHUS

NHPOPMALIMOHHAA BE3OITACHOCTD
MeTtoauueckue yka3anus Juist 1JaOOpaTOpHO-IPAKTUUECKUX 3aHATHI U

CaMOCTOSITENIbHOM pabOThI CTYIEHTOB

HoBocubupck 2021



VJIK 004.056 (07)
BBK 32.972.53,5 7
1 741

Kadenpa MadopMarimoHHBIX TEXHOIOTUH 1 MOJICIMPOBAHUS

CocraButenb: A.JO. AnapoHoB, crapmmid npenojaBarenb kadenpsr MHpopManmoHHBIX
TEXHOJIOTUI U MOAEIUPOBAHUS

Peunenzenter: U.B. TpyOuanwmHOBa K.3.H., JOHEHT Kadeapbl Yuerta U (UHAHCOBBIX
TEXHOJIOT U

Nudopmannonnas 0e30MacHOCTb: METOAWYECKHE YKa3aHus JJs  J1abopaTopHO-
NPAaKTUYECKUX 3aHATUH M CaMOCTOSTeNbHOW paboThl cryaeHToB / HoBocuO. roc. arpap. yH-T.
®ak. OuY; coct.: A.IO. Auaponos — HoBocubupcek, 2021. — 21 c.

Meroandeckue yka3zaHus IS JaOOpaTOPHO-TIPAKTUUECKHUX 3aHIATHH U CaMOCTOSTEIbHON
paboTel ctyaeHToB mo aucuuruinHe «MHdopmanronHas 6e30macHOCTh» NpeaHa3HAYeHBl IS
crynentoB HampasieHuss noarotoBkd 09.03.03 Ilpuknagnas wHbopmarthka Bcex ¢opM
o0OyueHusl.

Meronuueckne yKa3aHHsS YTBEPXKACHBI W PEKOMEHJOBaHBl K H3JAaHHIO y4eOHO-
METOJAMYECKHM COBETOM (paKyiIbTeTa SKOHOMUKHU U yrpaBieHus (mpotokoi Ned ot «28» nexadps
2021 1.)

© HoBocuOupckuii rocy1apcTBEHHBIN arpapHblii yHUBepcuTeT, 2021



BBEJAEHHUE

OcHOBHOIl menb0 u3ydyaeMod aucnuIuimHbl  «MHpOopMannoHHass 0e€30MacHOCThY»
saBisieTcss popMUpPOBaHUE Yy 00YUAIOIIUXCSl OCHOB MH(OPMAITMOHHON 0€30MacHOCTH, aJleKBAaTHOM
COBPEMEHHOMY YPOBHIO M HEPCIEKTHUBAM Pa3BUTH WH(POPMAIMOHHBIX IPOIECCOB U CHCTEM, a
TaKke (OpMHpPOBAHME Yy OOYYAIOUIMXCSA 3HAHUM M yMEHHH, HEOOXOIMMBIX Ui CBOOOIHOM
OPHEHTHPOBKM B  HMH(POPMAIMOHHOM cpeae ¥ JajdbHEHIIEro  mpogecCHOHATBLHOTO
camMo00pa3oBaHus B 00JaCTH KOMITbIOTEPHOH IMOATOTOBKH.

B meromnuecknx ykazaHHMSIX pacCMOTPEHO MporpamMmHoro obecreueHus VeraCrypt—
Open Source ans mudpoBaHUs AMCKOB, OMNKMCAaH IPOLECC YCTAaHOBKM MpPOrpaMMbl U
muGpoBaHUs TUCKA JUIA MPUOOPETCHUS MPAKTHYECKUX HABBIKOB pa0OTHI MO MH(PPOBAHUIO U
nemupoBKU TUCKOB U (aiinos. [Iporece ycTaHOBKM M pabOTHI C MPOTPaMMOM PacCMOTPEHBI
JUISL TPEX OCHOBHBIX OIEPAIIMOHHBIX CHCTEM HMCHOJIb3YeMbIX B opraHm3anusax Windows, Linux
(Ubuntu) u Mac OS.

Meroanueckne  yka3aHdWs MOTYT OBITh  HCIIONB30BAaHBI Ui AyAWTOPHOM W
CaMOCTOSITENIbHOU PaOOTHI.
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VeraCrypt - OpenSourcellO a5 muppoBanust 1MCKOB.
[To3BossieT AenaTh JOCTATOYHO MHOTO BeIllei, HO Hac OyJeT MHTEepPecoBaTh
OJIHa KJItoueBasi (PyHKIIMS: BOBMOXKHOCTh CO3/[aTh BUPTYaJIbHBIN 3alIM(POBAHHBIN
auck u "monknroyate' K Bamed OC, mpu 3TOM BCe Omeparidu YTEHUS/3alUCH C
ATOTO JAWCKA OYIyT MPOUCXOIUTH IPO3PAYHO JIJISl TTOJIH30BATEISI.

Ckavath VeraCrypt MOKHO ¢ O(UIMATLHON CTpaHWIBl (HE KadaWTe u3
HEU3BECTHBIX UCTOYHUKOB).

VeraCrypt

Home Source Code Documentation Donate Forums

Latest Stable Release: 1.24-Update7 (Friday August 7, 2020)

. m ?Windows:

Installer for Windows 8 and later: VeraCrypt Setup 1.24-Update7.exe (34.5 MB) (PGP Signature)

Portable version for Windows 8 and later: VeraCrypt Portable 1.24-Update7.exe (34.3 MB) (PGP Signature)

Installer for Windows XP, Vista and 7: VeraCrypt Legacy Setup 1.24-Update7.exe (34.5 MB) (PGP Signature)

Portable version for Windows XP, Vista and 7: VeraCrypt Legacy Portable 1.24-Update7.exe (34.3 MB) (PGP Signature)
Debugging Symbols: VeraCrypt 1.24-Update7 Windows Symbols.zip (9.68 MB) (PGP Signature)

o o 0 o0 o0

. E '‘Mac OS X:
o 08 X Mavericks 10.9 and later: VeraCrypt 1.24-Update7.dmg (6.13 MB) (PGP Signature)

o OSXFUSE 2.6 or later must be installed.

. /\a Linux:
o Generic Installers: veracrypt-1.24-Update7-setup.tar.bz2 (14.3 MB) (PGP Signature)

o Linux Legacy installer for 32-bit CPU with no SSE2: veracrypt-1.24-Update7-x86-legacy-setup.tar.bz? (7.06 MB) (PGP Signature)
o Debian/Ubuntu packages:

= Debian 10:
» GUI: veracrypt-1.24-Update7-Debian-10-amd64.deb (PGP Signature)

= Console: veracrypt-console-1.24-Update7-Debian-10-amd64.deb (PGP Signature)
= Ubuntu 20.04:

= GUI: veracrypt-1.24-Update7-Ubuntu-20.04-amd64.deb (PGP Signature)
» Console: veracrypt-console-1.24-Update7-Ubuntu-20.04-amd64.deb (PGP Signature)




YcranoBka
Windows
s [M0JIL30BaTENEH Windows HEOOXO0IUMO cKayaTrh daiin,
COOTBeTCTBYIOIMH Batiei Bepcun OC U 3aITyCTUTh YCTaHOBKY:

= VeraCrypt Setup 1.24-Update7 = X

Pexwnm macTepa }:IL

BuifiepuTe pexim, ECnK He YBEPEHS!, MCNONb3YATE NPEANMKEHHLIA, -

@ YCTaHOBHTL

BoibiepuTe 3Ty onwto, YTobibl yCTaHosMTe VeraCrypt 8 AaHHoI cicTeme,

O HzBneun

Mpu BxiGope 3T onwm Bce daiinsl ByayT USENeYeHsl 3 ANCTpUBYTHEE, HO

HE YCTEHOBNEHb! B CUCTEMY. He BLIGMPaTE STOT BAPMaHT, ECIW Bl HAMEPEHE]
WPOBETE CUCTEMHEN pasaen/ouck. 3ToT BapuaHT - AnA zanycka VeraCrypt B Tak
HasbiBaemom TiepeHocHom” (portable) pesme, VeraCrypt He obssaTensHo
YCTaHaBNMBaTE B OC, Mocne M3BNeYeHA Bcex Gaiinos NpocTo 3anycTuTe daiin
VeraCrypt.exe (nporpamma ByaeT paboTaTe B NepeHocHoM”™ pemMME).,

CnpaBka < Hazan OTtmeHa

Jlanee HEOOXOAMMO ClIEIOBATh YKa3aHUSM MacTepa YCTAaHOBKH, OCTABIISIS
BBIOPAHHBIMU 3HAYEHUS 110 YMOJTYAHHIO.

Linux

Hns  monw3oBareneit Linux (Ubuntu) HeoOxommMo ckadaTh ¢aia ¢
pacmmpenuem deb (GUI-Bepcus), 3areM OTKPBITH TEPMUHAT B Karajore, B
KOTOPBIN BbI CKavaiu (ailsl U BBIMOTHUTD KOMAHAY: sudoaptinstall ./<uvs daiina>.deb

Mac OS

Jlns monw3oBateneit Mac nHeooxoaumo ckauath OSXFUSE 1 ycTaHOBOUHBIN
daiin VeraCrypt.

Onuncanue mporecca ycTaHOBKU

Hepez[ Ha4vaJiOM YCTaHOBKH Hepey“mme B CUCTCMHBLIC HaCTpofIKPIZ
Finder ®aiin [paBka Buao [lepexogq OkHo Cnpaeka

=D

HepaBHO ncnonb3oBaHHble 06BLEKThI >

06 aToMm Mac

App Store...

3aBepwuThb Finder npunygutensHo X4 #O

Pexknm cHa
[Nepes3arpysuTs...
BbIKNO4YATE...

3abnokupoBaTh aKpaH ~3$Q

Bri6epute 3amuTa 1 6€30MacHOCTh, HAXMUTE HA UKOHKY 3aMKa (1) u yctaHoBUTE
nepekiroyaTenb (2) Kak Ha CKpUHIIOTE:



3awmnTa u 6e3zonacHoOCTb

FileVault Bpanomayap KoHduaeHUManbHOCTL

[lns aToro nonb3oBaTens 3agaH Naposib Bxoaa CMeHuWTb Naponb...

ﬂ 3anpawwusaTb naponb = cpasy npv BbiXoge U3 pexumMa cHa Unu 3acTaBku

Moka3biBaTh CDOGLLIEHME, ecnu sKkpaH SBGHOKHPOBBH

E’i BbIKAIOYUTL aBTOMaTUYECKUIA BXOA,

pa3|.]eLLIMTb ucnonb3oBaHue ﬂpMHG)KEHMI)‘l, 3arpy>eHHbIX 13s:
App Store
© App Store 1 oT NoATBEpPXAEHHbIX Pa3paboTUMKOB

OK, 4T06 3anpeTtuTb UaMeHeHud. ﬂononHMTeanO..‘

[TepBriM HeoOxoaumo yctanoBuTh OSXFUSE. 3atem VeraCrypt.

Hlar 1: KnukHuTe ABa pa3a HA NKOHKY YCTAHOBKH:

000 B FUSE for macOS

FUSE for macQOS

File system integration made easy.

a

License FUSE for macOS Extras

FUSE for macOS brings suppor| er space file systems to macOS.
The content of these file systems can come from local disks, cloud storage
services, or any other source.

[Tar 2: Haxxmute [TpoaomKuTh:



@ YcraHoeka: FUSE for macOS f=)

. . [aHHbIl NaKeT 3anycTUT NporpamMMy, KOTopas onpeaenur,
V‘ . BO3MOXHa /In ycTaHoBKa aToro MO.

_ LOns o6ecneyeHnsn 6e30NacHOCTM KOMNbIOTEPa 3anycK NPOrpamMM n
ycTaHoeka MO [onkHbl NPOM3BOAMTLCH UCKIIOYUTENLHO N3 NCTOYHWKOB,
Bbi3blBalOWNX foBepre. Ecnv Bbl He yBepeHbl B UCTOYHMKe aToro M0,
HaxxmuTe «OTMEeHUTb», 4To6bl 0CTaHOBMTL paGoTy NporpaMmbl M YCTaHOBKY.

OTMEeHUTL MpoponkKuTL

Hasap MpopgonxuTtb

[Ilar 3: IIpoiiauTe nNO 1IaraM YyCTAHOBIIMKA C TIOMOIIBIO KHOIKHU
[IpopomxuTh 10 myHKTa TvN yCTaHOBKH:

[ X ] & YcTaHoeka: FUSE for macOS o
DNo6po noxanoeath B YcTaHOBWMK «FUSE for macOS»!

FUSE for macOS brings support for FUSE-based file systems to macOS.
o BaepeHue The optional MacFUSE compatibility layer enables support for legacy
MacFUSE-based file systems.

As a software developer, you can use FUSE to implement numerous
types of file systems. These file systems may serve content from local
volumes, cloud storage services, or any other source. Because FUSE file
systems run in user mode, they are not subject to the limitations of kernel
extensions.

It is recommended to restart your Mac after the installation has
completed.

Please see the FUSE for macOS website htips://osxiuse.github.io/ for
more information.

Mpoponkuts

Hlar 4. YOenutech, 4yTO B MyHKTE THN YCTAaHOBKM Yy Bac yCTaHOBJICHBI
(b1aXKu KaK Ha CKPUHIIOTE U MPOJIOJKUTE YCTAHOBKY:



o0 '« YctaHoBka: FUSE for macOS [

BbibopoyHas ycraHoBKa Ha «Macintosh HD»

MmMsa naketa Oeictene Pasmep
Beenenne O6HOBUTD 4,9 MB

TNMuuexswusa FUSE for macOS Preference Pane

Pa3amelLeHure MacFUSE Compatibility Layer

® Twvn ycTaHOBKH

Tpebyetcs mecta Ha gucke: 4,9 MB OctaHetca: 15,536

Hazap Mpoponxute

[IIar 5. Tlpu OJOKUPOBKE CHUCTEMHOTO PACIIMPEHHUS HAXKMUTE KHOIKY
OTKpBITh HACTPOHKH OE30MIaCHOCTH:

Complete Installation

The system extension required for mounting FUSE volumes could

R not be loaded.

CucremHoe paclmpeHue 3a6nokMposaHo

OaHoW U3 NporpaMM NPeAnpUHATa NOMbITKa 3arpy3nTb Kak MUHUMYM OIHO
HOBOE CMCTEMHOE pacluMpeHue, koTopoe nognucaHo «Benjamin Fleischer».
Bbl MOXETe BKMIOUWTb PaclUMPeHUs B NaHenn «3awmuta u 6e3onacHocTb»
CHUCTeMHbIX HacTpoeK.

[Iar 6: Haxxmute Ha MKOHKY 3amka (1), mocie yero Ha kHOnKy Pa3pemuthb

(2):



3auwmTa n 6esonacHoOcTb

FileVault BpaHamayap KoH$praeHUnansHOCTb

Ona aToro nonb3oBaTens 3afaH Nnapofb BXoda CMEHUTb Napone...

3anpawueaTe Napons | cpasy B npu BbIXOAE U3 PEXUMA CHA WK 3aCTaBKK

PaspewnTb Mcnonb3osaHne F'IDVII"ID)KEHVIﬁ, 3arpyXxeHHbix n3:

3arpyska cuctemHoro NO paspa6oTtymka «Benjamin Fleischer» 6bina
3abnokupoBaHa.

[lar 7: Jlo)xauTech 3aBEPIIEHNs YCTAHOBKHU U MEPE3ATPY3UTE KOMITBIOTED:

[ X ) & YcraHoska: FUSE for macOS a

YcTaHOBKa yCMneLwHo 3asepLieHa.

BeBepneHune
NuueH3ua
PasmelieHne
Twn ycTaHoBKK

YcTaHoBka

YcTaHoBKa npoluna ycrneLiHo.

Complete Installation
MO ycnewHo ycTaHOBNEHO.

» 0630p

Hazapg

[lar 8: 3amycTtute Ha yctaHOBKY VeraCrypt
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VeraCrypt for OSX

VeraCrypt

VeraCrypt_Installer.pkg

-

[ar 9: IlpoliauTe Mo miaraM mMacrepa YCTaHOBKH, OCTaBJIsAsl BHIOpaHHBIMU

BCC 3HAYCHMHS 110 YMOJIYAHHUIO:

® YcraHoska: VeraCrypt 1.24-Update?

[No6po noxanosaTb B YcTaHoBIWMK «VeraCrypt 1.24-Update7»!
BeegeHue Bam 6yayT npeaiioXeHb! Warn no ycraHoBke gaHHoro Mo.
NuueHsus
PasmMelleHne

Tun ycTaHOBKMU

MpononxuTb

11



Windows

NucTpykuus mo padore

Onucanue pabotsl ¢ VeraCrypt

[ar 1. 3anyctute ucnonusemsiit paitn VeraCrypt-x64:

Wnas

docs
empty
Languages
[ ucense
D License
[ nomce
* VeraCrypt Format
“ VeraCrypt Format-x64
=4 veracrypt
“ VeraCrypt
£ veracrypt
veracrypt.sys
Mg VeraCryptExpander
My VeraCryptExpander-x64
=4 veracrypt-x64
“ VeraCrypt-x64 '—“

veracrypt-x6d.sys

Jata nsmeHenna Tun Pasmep
11.08.2020 14:39 Manka c dainamn

11.08.2020 14:42 Manka c daitnamm

11.08.2020 14:39 Manka c dainamn

11.08.2020 14:39 Gaiin 10kKb
11.08.2020 14:39 TeKcTOBBIA AOKYMEHT 33 Kb

11.08.2020 14:39 Gaiin 9 Kb
11.08.2020 14:39 Mpunoxerne 7242 Kb
11.08.2020 14:39 Mpunoxkenne 5824 Kb
11.08.2020 14:39 Karanor BesonacHocTn T KB
11.08.2020 14:39 Mpunoxkenne 7176 Kb
11.08.2020 14:39 CBEAEHNA ANA YCTAHOBKK 3 KB
11.08.2020 14:39 CucTemHbli daiin 780 Kb
11.08.2020 14:39 MpunoxeHne 6796 Kb
11.08.2020 14:39 Mpunoxkenne 5310KB
11.08.2020 14:39 KaTtanor GesonacHocTi 11 KB
11.08.2020 14:39 Mpunoxenne 5790 Kb
11.08.2020 14:39 CucTemHelii daiin 813KB

[ITar 2. Haxxmute Ha kHOTIKY CreateVolume:

& VeraCrypt

Volumes  Systern  Favorites  Tools  Settings  Help Homepage

Drive  Volume

Size  Encryption Algorithm Type 3

1 Create Volume Volume Properties. .. Wipe Cache

Volume
bk Select File...
VeraC :
it Never save history Volume Tools... Select Device...
‘ Mount ‘ ‘ Auto-Mount Devices ‘ ‘ Dismount All ‘ ‘ Exit

[ITar 3. OcraBbTe BeIOpanHoil omiuto Create an encrypted file container (1)

u Haxxmute Next (2):

12



B VeraCrypt Volume Creation

VeraCrypt Volume Creation Wizard

(® Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for inexperienced
users.

More information

() Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive {e.q. a flash
drive). Optionally, creates a hidden volume.

() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone who wants to
gain access and use the system, read and write files, etc., will need to enter
the correct password each time before Windows boots. Optionally, creates a
hidden system.

More information about system encryption ?

»*

< Back E Next = i | Cancel

Ba:kno: yOenutech, 4TO BbI BBHIOpAIM MMEHHO 3Ty ONIMIO, a HE APYTHE
(TOCKOJIBKY BBl MOXKeTe 3amudpoBaTh IENbI pas3lel CBOETO JWUCKAa WU
CHUCTEMHBIN JTHCK).

[Iar 4. OctaBbTe BbIOpaHHOU ommuio Standard Vera Cryptvolume (1) u
Haxxmute Next (2):

& VeraCrypt Volur

Volume Type

(@) Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt volume.

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the password to an
encrypted volume. There are many situations where you cannot refuse to
reveal the password (for example, due to extortion). Using a so-called hidden
wolume allows you to solve such situations without revealing the password to

your volume.
More information about hidden volumes °
|
+
| Help | | = Back | | Mext = I | Cancel

@ VeraCrypt Volume Creation Wizard

Volume Location

[ ~] | Select File... e “

[~ Mever save histary

A VeraCrypt volume can reside in a file {called VeraCrypt container), which can reside
on a hard disk, on a USB flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file will be
deleted and replaced with the newly created VeraCrypt container. You wil be able to
encrypt existing files (later on) by moving them to the VeraCrypt container that you

are about to create now.

Help | < Back Mext > Cancel

13



[ar 6. Beibepute (aiin-koHTEHHEDP

Q Specify Path and File Name

<« v » 37oT komnetoTep » Slokaneneld guck (C) ¢ projects ~ [] Mowcks projects P
¥nopagounte ~ Hoean nanka == -
~
Wma Jata uzmenennn Tun Pasmep

# BoicTphiii gocTyn
B Patounii cron HeT 3n1emMeHToE, YA0BNETEOPAIDLLNK YCNOBMAM NONCKA.
* 3arpyskm

JokymeHTel

=] Msobpaxerma

LR

3 37ot komnsroTep

[_,' CeTe

Win daiina: | container]  « I

Tun daiina: | All Files (*.%) ~

A CKpbITs Nanku CoxpaHnTe OTmera

Ms1 BeiOpanu katamor C:\projects, a 3aTeM Bpy4YHYIO B Moje uMms daiina
BBEJIM MM container.

Baxno: He BbIOMpaiiTe cymectBytone ¢aiisl ¢ nanaeiMu! VeraCrypt
nepeTpéT qaHHble (He 3amudpyer, a MUMEHHO HepeTpeT).

[ar 7. Haxmure Next

VeraCrypt Volume Creation Wizard
& yp

Volume Location

| C:\projects\container ~ Select File...

MNever save history

A VeraCrypt volume can reside in a file {called VeraCrypt container), which can reside
on a hard disk, on a USE flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a flename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file wil be
deleted and replaced with the newly created VeraCrypt container. You will be able to

encrypt existing fles {Jater on) by moving them to the VeraCrypt container that you
are about to create now.

»

Help < Back Cancel

[ar 8. OctaBbre omumu no ymonuanuto: AES (1) u SHA-512 (2) u
HaxxmuTe KHOTIKY Next (3):

14



Encryption Options

Encryption Algorithm

| aEs [ Test

FIPS-approved cipher {Rijndael, published in 1998) that may be used by U.5.
government departments and agendes to protect dassified information up to the
Top Secret level. 256-bit key, 128-bit block, 14 rounds {AES-256). Mode of
operation is XTS.

More information on AES

Hash Algorithm
| mep | | eBak | [ mext> | | cancal

[Iar 9. YcranoBure pasmep KoHTelHepa paBHbIM 5 MB (1) u Haxkmute Ha
kHOTMKy Next (2):

MY

pt Volume Creation Wizard — >

Volume Size

[ @oe o= 0= Om

Free space on drive C:\ is 52.88 GiB

Please spedfy the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will spedfy its
maximum possible size,

MNote that the minimum possible size of a FAT volume is 292 KiB. The minimum possible
size of an exFAT volume is 424 KiB. The minimum possible size of an NTFS volume is
3792 KiB. The minimum possible size of an ReFS volume is 642 MiB.

b | | <Bak | | Next> | | cancel

[ITar 10. Beegute mapons (1) u ero moaTBepxkacHHE (2) M HAKXMUTE HA
kHomnKy Next (3):

Volume Password

Password: | |

Confirm: |
[ use keyfiles

[ oisplay password
[Juse PM

Keyfiles...

Itis very important that you choose a good password. You should aveid choosing
one that contains enly a single word that can be found in a dictionary {or a
combination of 2, 3, or 4 such words). It should not contain any names or dates of
birth. It should not be easy to guess. A good password is a random combination of
upper and lower case letters, numbers, and special characters, suchas @ ~ =§* +
etc. We recommend choosing a password consisting of 20 or more characters (the
longer, the better). The maximum possible length is 128 characters.

Help | | <k Next > Cancel
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Hcnonb3yiTe CIOXHBIN Naposib: Kak MUHUMYM 20 cUMBOJIOB (HE 3a0yabTe

€ro COXpPaHUTh).
OOpatuTe BHHUMaHUE:
MCMOJIB30BaTh MPOCTOU MapoJib:

VeraCrypt mnpenynpeauT Bac NpU  MOMBITKE

M VeraCrypt Volume Creation Wizard

VeraCrypt Volume Creation Wizard Keyfies...

WARNIMG: Shart passwords are easy to crack using brute
! force technigques!

‘We recommend choosing a password consisting of 20 or
maore characters, Are you sure you want to use a short
password?

Volume Password

Password:

Confirm: | L1

bld avoid choosing
onary {or &

names or dates of
dom combination of
suchas @~ =$* +
pre characters (the
fers.

Aa | I Het

Help | | < Back | | Mext = | | Cancel

[IMar 11. ITepememniaiite yka3aTeib MBIIIM BHYTPM OKHA MOKAa HWHAUKATOP
Randomness (1) He cTaHeT 3e1EHBIM, MOCIIE Yero HAXKMUTE Ha KHOMKY Format (2):

B VeraCrypt Volume Creation Wizard

e

' ﬁ Randomness Collected From Mouse Movements ’
-

Volume Format
Opﬁons [ Quick Format
Filesystem Cluster o
Random Poalz k0= f 0 fo L Sk b XL O

Header Key: 44k b ok ok o ko ko ki ok
Master KEY; R

Abort

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this window. The
longer you move it, the better. This significantly increases the cryptographic strength
of the encryption keys. Then dick Format to create the volume,

*

| Help | | < Back | | Format | ‘ Cancel

[ar 12. 3aBepiuinTte co3qaHue KOHTEHHEPa, HaxkaB Ha KHomKy Ok:

16



M VeraCrypt Volume Creation Wizard = *

Volume Format
Options
it Quick Format
Filesystem |FAT Cluster Default
Dynamic
RandomPool: —/—*_+,—%x%, _fieex/_, J_f,  *x_ — O

Header Key:

AEKKKANNNNK NN NN N,

Abort
Left 73s

as possible within this window. The
Intly increases the cryptographic strength

reate the volume.

4MiBjs

+
Randomness Collected anemenm
Help < Back Format Cancel

[ar 13. BepHutech B OCHOBHOE OKHO MPOrPaMMBbI, BEIOEPUTE HE3AHATYIO
OykBy nucka (1), Hampumep, V:, BeiOepute (ain-koHTeiiHepa (2) U HAXKMUTE Ha
kHonKy Mount (3):

& VeraCrypt

Volumes System  Favorites Tools  Settings  Help Homepage

Drive  Volume Size Encryption Algorithm Type 3
=8
= Q:
=R
(o 52
=T

o ) L
1t
=W
- X2
=
=7 v

Create Volume Volume Properties. .. Wipe Cache
| S A L S S

Volume
| C:\projects\container w | ‘ Select File... .+ El °
VeraC :
e Never save history | Volume Tools. .. | ‘ Select Device... |
° = 1 “—’ Mount || “ Auto-Mount Devices || H Dismount All H H Exit H

[llar 14. Beegute maponb (1) s KoHTeiHepa (HajeemMcs Bbl €ro He
3a0b1H ) HAXKMUTE Ha KHOTIKY OK (2):
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M VeraCrypt X
Volumes  System  Favorites Tools  Settings  Help Homepage
Drive  Volume Size Encryption Algorithm Type &
=P
;..IQ: 2
—J 2
=2 Enter password for C\projects\.container
ﬁ L4
= Password: | | ° oK I
= PKCS-5 PRF: i
= i | Autodetection ~ | []Truecrypt Mode Cancel
ﬁ [use P
=
= [[] Cache passwards and keyfiles in memary ”
[ bisplay password T
[ use keyfies Keyfiles... Mount Options...
TrestE voume opeT e
Volume
[ Criprojectsicontziner v Select File...
VeraCrypt =
[FINever save history Volume Tools... Select Device. ..
| Mount ‘ | Auto-Mount Devices | Dismount Al | ‘ Exit

[Iar 15. Y6enurech, 4TO JUCK MPUMOHTHUPOBAJICS
v Yerpoiictea v auckn (3)

NokaneHslit guck (C) NokaneHsit guck (V:)
(D-gucroeog (0
E— e
Wy 52 876 ceobiogro ve 79,376 L] By 471 MB ceoBogro wz 4,71 MB

[Har 16. Co3pmaiiTe Ha AWCKE TEKCTOBBIM (haili, coaepkaluii Bamry

dbamuuio:
A
Vs [lara wamesern Tun Pasntep
D secret 11082020 15:34 TekcTogbil 4okyM... 1K

[Har 17. PasmoHTHpY#TE AUCK C MOMOIIBI0 KHONKK Dismount:

& VeraCrypt

Volumes Systern Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption Algorithm Type ~

=P:

o) Q2

=i R

==

o T

o) L x
3 v:

Ci\projects\container MNormal

=

) X ¢

= f':

i} 7 w
Create Volume Volume Properties... Wipe Cache

Volume

[ ciprojects\container ~ SelectFile...
meACoRt Mever save history Volume Tools. .. Select Device. ..
1 I"‘ Dismount || | Auto-Mount Devices ‘ Dismount Al | | Exit |

[IIar 18. IloBTOpHTE mNpoIEAYpPY MOHTHPOBAHHS, YTOOBI YOEAUTHCS, UTO
COXpaHEHHBIE BAMU JIAHHBIE YNTAKOTCS
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Linux

Jns Linux mporenypa MOJHOCTbIO aHANOTWYHA 32 HMCKIIOYEHHEM psijia
OTJINYUU.

Onucanue oyt o padore ¢ VeraCrypt
B ocHOBHOM OKHe y Bac OyayT MOKa3bIBaThCs HE AUCKH, a Slot'sl:

VeraCrypt - 0

Volumes Favorites Tools Settings Help

slot  volume Size Mount Directory Type
= 1
= 2
= 3
= 4
= 5
=i 6
=7
=i 8
=]
= 10
- 11

Create Volume Volume Properties Wipe Cache
Volume
- SelectFile...

HSRERIR Never save history Volume Tools... Select Device...

Mount Auto-Mount Devices Dismount All Exit

A xatasor, B KOTOPOH MPUMOHTHPYETCSI KOHTEHHep OyneT oToOpaxarbes B
cton6bue MountDirectory:

VeraCrypt -9
Volumes Favorites Tools Settings Help
Slot  Volume Size Mount Directory Type
/home/coursar/container 4,8 MiB | /media/veracrypt1
=2
=3
=4
=5
=6
=7
=8
=9
=10
= 11
Create Volume Volume Properties... Wipe Cache
Volume
/home/coursarf/container - select File...
i Dlevegsaveli=tany Volume Tools... Select Device...
Dismount Auto-Mount Devices Dismount All Exit
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Mac

Jns Mac npoueaypa NOJMHOCTBIO aHAJIOTMYHA 34 HCKIIOYEHUEM psjlia
OTJINYUU.

Omnwucanue otnnumii mo padore ¢ VeraCrypt

B ocHOBHOM OKHE y Bac OyayT MOKa3bIBaThCS HE NUCKH, a Slot'sr:

VeraCrypt

Volume Size Mount Directory

Create Volume

Volume

Select File...
: N hist
VeraCrypt ever save history Volume Tools... Select Device...

m Mount All Devices Dismount All

A xarajor, B KOTOpOH MPUMOHTHPYETCS] KOHTCHHEDP OyJIeT 0TOOpakaThCs B
cronbiie MountDirectory:

VeraCrypt

Volume Size Mount Directory Type
/Users/coursarfcontainer 4.8 MiB /Volumes/NO NAME Normal

=1
=12
= 13

Create Volume Volume Properties...

Volume

JUsers/coursar/container Select File...
VersCrypt Never save history

Volume Tools... Select Device...

Mount All Devices Dismount All

Pe3yabTaThl
CoxpaHuTe KOHTEUHEP U MApOJIb K HEMY Ha BallleM YCTPOMUCTBE, TPUIILUTUTE WU
MOKAKUTE UX MPENOJaBaTENIo.
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